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4
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CPIM Service
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Microsoft Rights Management
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ExchangeRevocationSync
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Hub - PROD
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Skype Presence Service
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Azure ESTS Service
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Microsoft SharePoint Online - dcad865d-9257-452 7 FU4r—>3> @ RE aa
SharePoint Home 1-ad4d-
bae3e137b345
Microsoft Windows AutoPilot cbfda0lc- TIVIr—3Y & a2
Service API c883-45aa-aedc-
€7a484615620
IC3 Long Running Operations 21a8a852-89f4-494 TF I U4r—> 3> KB aa
Service 7-a374-
b26b2db3d365
Microsoft Mobile Application 0a5f63¢0- TIVIr—=3y & a2
Management b750-4f38-
a7lc-4fc0d58b89e2
Intune Grouping and Targeting fd14a986-6fe4-409a 77U —>3>  FE aa
Client Prod -883e-
cdec1009cd54
Connectors 48af08dc- TIVIr—=3Y & 'z
fed2-435f-
b2a7-069abd99c08
6
Azure Virtual Desktop 9cdead84- TIVr—ay FRE aa
a844-4324-93f2-
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0365 Demeter 982bda36-4632-416 7S U/ir—> 3> & a2
5-

a46a-9863b1bbcf7d

Microsoft 365 Security and 80cccab7-54bd-44a TSI —>3> KRB aa
Compliance Center b-8625-4b79c4dc77
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Microsoft App Access Panel 0000000c-0000-000 7 FUs—>3> & 'z
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Microsoft Teams UIS 1996141e-2b07-449 74— 3> E au
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mentServices 7-9eee-
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MMD Intune Partner Sync 95813a7c-0efb-417 7 Ulr—> 3> & '
3-a866-
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Cortana at Work Service 2a486b53- TIVr—3Yy =
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IAM Supportability a57aca87- TIVIr—=3Y & '
cbc0-4f3c-8b9e-
dc095fdc8978

Teams NRT DLP Service 7a274595-3618-4e6 74— 3> = am

f-
b54e-05bb353e015
3

N

Office Shredding Service b97b6bd4- TIVr—=>3ay FE '
a49f-4a0c-af18-
af507d1da76c

AssistAPI 2b8844d8-6¢c87-4fc T Ui —> 3> N au
e-97a0-
fbec9006e140

Substrate-FileWatcher fbbOacla-82dd-478 7 U4 —S 3> = au
b-
a0e5-0b2b98ef38fe

Azure Resource Manager 797f4846- TIVr—>ay FE B3
ba00-4fd7-ba43-
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Microsoft Teams Graph Service ab3be6b7- TIVr—=>3Yy & a5
f5df-413d-ac2d-
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Meeting Migration Service 82f45fb0-18b4-4d6 7 U —>3> KRB a2
8-8bed-9e44909e38
90

Microsoft Modern Contact Master 224a7b82-46¢9-4d6 7 XU — 3 E au
b-8db0-7360fb4446
81

Dataverse 00000007-0000-000 7 FU#sr—> 3> = a%
o_
c000-000000000000

SharePoint Online Web Client 08e18876-6177-487 7 U4 —> 3> E au

Extensibility e-b8b5-
cf950c1e598¢c

Microsoft Intune API cl6led2e- TIUr—>a> = a
d4df-4a3d-9b42-
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TenantSnap Reader 00000000 U —>3Yv & B
0000 0000
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Microsoft Teams Chat Aggregator b1379a75- TIVIr—3Y & a2
ce5e-4fa3-80c6-89b
b39bf646¢

Microsoft Teams ATP Service Ofa37baf-7afc-4baf- 77U —> 3> = amM
ab2d-
d5bb891d53ef

Customer Service Trial PVA - 6abc93dc-978e-48a 7 U — 3 rE au
readonly 3-8e54-458e593ed8
cf

0365 LinkedIn Connection f569b9c7- V=<9 )L IdP r= a
bel5-4e87-86f7-87
d30d02090b

Teams NRT DLP Ingestion Service ~ 0ef94e72- TIVr—=ay FE B
e4fc-4aa0-a8f4-
ff27deb3e6eb

N

SharePoint Framework Azure AD e29b5c86- TIIr—>3ay = au
Helper b9ab-4a86-9a20-
d10842007599

10. ZE7 7 X5F7] (OAuth EE)

e ) ———

SharePoint Online Web Client Extensibility ~ Microsoft Graph TF> b2k (BEED AppCatalog.Read.All
FER) AppCatalog.Submit

Channel.ReadBasic.All
EduAssignments.ReadB
asic
EduRoster.ReadBasic
Files.Read.All
Files.ReadWrite.All
Group.Read.All
People.Read
People.Read.All
Presence.Read.All
User.Read
User.ReadBasic.All
Tasks.ReadWrite
TeamsApplnstallation.R
eadWriteForTeam
TeamsApplnstallation.R
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SharePoint Online Web Client Extensibility

SharePoint Online Web Client Extensibility

SharePoint Online Web Client Extensibility

SharePoint Online Web Client Extensibility

SharePoint Online Web Client Extensibility

SharePoint Online Web Client Extensibility
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Office 365 Exchange
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Office 365 SharePoint
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Power Bl Service

Dataverse

-25-

Ty bhek (EEED
E=)

Ty bhek (EEED
CESY)

Trr ek (BEBED

EE)

Ty ek (EEED

EESY)

Ty ek (BEEED
E=)

Trrhak (BEBEOD

EE)

eadWriteSelfForTeam
Group-
Conversation.ReadWrit
e All
Team.ReadBasic.All
TeamsTab.Create
Channel.Create
Sites.Read.All
PrinterShare.ReadBasic
All PrintJob.Create
PrintJob.ReadBasic
FileStorageContainer.Se
lected Group-
Conversation.ReadWrit
e.All ChatMember.Read
GroupMember.Read.All
Files.Read
Calendars.Read
InformationProtectionP
olicy.Read
SensitivityLabel.Read

User.Read
User.ReadBasic.All
Calendars.Read

Files.ReadWrite.All
TermStore.ReadWrite.Al
[ Sites.ReadWrite.All
Sites.FullControl.All
M365BillingPlatform.Re
ad.All

user_impersonation

Forms.ReadWrite

Fabric.Embed
Item.Read.All
Dashboard.Read.All
App.Read.All
Workspace.Read.All
Report.Read.All
UserState.ReadWrite.All
Dataset.Read.All
MLModel.Execute.All

user_impersonation
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2317k (70) m—

SharePoint Online Web Client Extensibility ~ Graph Connector

Service
TenantSnap Seed (write) Microsoft Graph
Microsoft Graph

TenantSnap Reader

Graph Explorer Microsoft Graph

Microsoft Graph Command Line Tools Microsoft Graph

TenantSnap 77> ~#fi& Microsoft Graph
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R=)
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E=)
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BF D MFA 21588
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Sites.FullControl.All
ExternalConnection.Rea
dWrite.All

User.Read

User.Read

openid profile
User.Read
offline_access
Application.ReadWrite.
All
AppRoleAssignment.Re
adWrite.All

AppRoleAssignment.Re
adWrite.All openid
Application.Read.All
offline_access profile
Application.ReadWrite.
All
RoleManagement.Read
Write.Directory

AppRoleAssignment.Re
adWrite.All
Application.ReadWrite.
All
RoleManagement.Read
Write.Directory
offline_access openid
profile
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13. EREERRER ) > —

XEREERE . FENETIEITERTES FREEAEOEAEOE (BE) | OFEETY. HHAFRYS—ITMR. BBICIER
LIcARZLR) > —=8LFT,

RS —4 =Rl e g E2H RIS 3R E | FiEA
DEAEDE

Multifactor authentication HHAIAH ZEHRFVEE (MFA)  Windows Hello for  Combinations of
Business. FIDO2+t methods that
FalFoF— 5 satisfy strong
BAZ (ZEXR) . T authentication,
INAZAR=ZDFv  suchasa password
Sa. 77X +SMS
INZ (1ERD) |
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Phishing-resistant MFA
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SERFEE (MFA)

ZERVEIE (MFA)
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7 — R +Microsoft
Authenticator (7
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Windows Hello for
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methods that
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such as
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in with the
Microsoft
Authenticator

Phishing-resistant,
Passwordless
methods for the
strongest
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RUS—% = yill e 92N SR SN BEREEAE | A
DEHZELE

authentication,
such as a FIDO2
security key

14. 74 LI RUKRE (JIL—7 - @0%aiRB) - X )

X TFYRRMEDTA LI ) /FI—THBETT, Microsoft 365 7' )L — FDIERLAIE « th&iRA] - D% - X FO/UL. RV (K
TNTVBIEE) NRAT—RFE (BENXRT—R - -OvoT7Uk) 2BHLET, BEOFFTRIEBROBEEIE BRI TLEYE
Al ERRLETD,

BRENTWEEA

15. EIBEI (Administrative Units)

KEEBAE, Y- JIL—T TNA RZXo TEEREERD I I-TZRET SBEMAUTY, FEMUDKI - XON—-2v
OFEE (FF/FH) - XON—OXRREBEEZLHL £

BRENTWEEA

16. EEEREDER (Admin Consent Requests)

¥ A—HF—HEEZFORARZHEL T 7 IVICHLT. EEENRAEZERTEZMLHEADRETT, EROB/EY - B
e LEa—BHEADBEHZLRHLET,

1HH RE
BEEERROERZBME 3
ER0BEMEE (B) =]
LE2—4EYEICEN i3]
A= )]
LEa—i8%E (RFE)

17. 883 FO> 5% 2 + (Authentication Context)

REEE OV TF RN, RENME TV ERTHEEDRERT —IAD T 7t ABEBNORNIER (ZERFALY) Z2ROZ=0H0
SRILTY, EAVTFAMDID (c1~c25) - FR% - REWRE (77U THATED) ZRELFT,

BERINTWEEA

18. PIM O—I/LE&E (HeO—ILDBEIMbEH)

% Privileged Identity Management (PIM) T. Bf#EO—ILZBML (771 71t) T23BOXGZEDLRETT, TERD
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A ZABDOLREEEHLE9,

Microsoft Entra Bz #Fr] § 2 %R £8
Microsoft Entra Bk % &Fal § 2 X% £8
2 - EREOSER: RAZBEIT LA
LEREBEEZO—NILEBEICTD B
BRI —%20—-HILBEEEICTIRR 28
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A—HY—HD DTN IED LR 508
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22. 77t X LE 22— (Access Reviews)
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TR LEa—IZBREINTULEEA

23. 54 7% 10l 77— 70— (Lifecycle Workflows)

%A BB - BRICHES THTY OB (FIL—TADEBMNM. 7Ho Y FOEDLARY) ZEHTRITIZRETT. 87— 7
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2, TORAMILXYNER (PRI NYT—2)
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(Microsoft Entra ID Governance BNHELIERETT) »

EEE

25. )L T7H—EZX /INZXT—R Jtw k (SSPR)

XABENBERTNRT— RZzBERETETZLEAICETEIRETT, LORETHEEINTULSD BITRE) . FIBEISREES
EOBR R IREZLHL T,

NRT—FBREZHEHTZRE @ITKE)

RS EOERERY BRFvOR—Y) BIE (M%)
BixzkELICTETSHE 1H
ZBELOLERICGELISBREZHMAICT S

ERZRINR TRTOI—H—

(microsoftAuthenticator)

KIEROBREEHICHS [NATV-—FBREZEWICTIHR) BREICBEGRLAEOH Texa) 7 DER) B
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MERELA %) DEICEHL TVET,

26. U RIOR—DT7 Ut &I (ID 7€)

KA DR PT AT ORED S TEEND LBV CHEShIEEIC. BMOFEEZ KOO 7o X2 BT L72h
TBRRECTT, RENLETTIELRDSE5. VRV ZZFHICECRY O —ZHREBLTEHLEF T,

VRO eRBICECRENST IR RIS —RBHD FHEA

PR IDREDQEE CTHRET S Y XY RS —Id Microsoft D1 > 2 —7 1 ALBETERWOHABICITHINEEA
(COARBEERET I EANOBITHERSNTVET)

20. 7 7UANDT7 O REOYT (A—4—--JIL—7-O0—JL)

77N 2O HTHA BOHTE (FL— : 2hYTO—IL

T-T7TV)

Microsoft Graph 2 TenantSnap Seed Read and write
(write). your organization's
TenantSnap Seed conditional access
(write). policies. Read and
TenantSnap Seed write all users' full
(write). profiles. Read and
TenantSnap Seed write Microsoft
(write). Intune
TenantSnap Seed configuration.
(write). Read and write
TenantSnap Seed Microsoft Intune
(write). Scripts. Read and
TenantSnap Seed write Microsoft
(write). Intune devices.
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TenantSnap Seed
(write).
TenantSnap Seed
(write).
TenantSnap Seed
(write).
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.

gbyTo—-)L

Read and write all
directory RBAC
settings. Read
your organization's
policies. Read and
write Microsoft
Intune device
configuration and
policies. Read and
write Microsoft
Intune apps. Read
and write Microsoft
Intune RBAC
settings. Read
custom security
attribute
definitions. Read
your organization's
device
configuration
policies. Read
Cloud PCs. Read
Microsoft Intune
devices. Read all
Azure AD
synchronization
data.. Read
SharePoint and
OneDrive tenant
settings. Read all
workflows in
Lifecycle
workflows. Read
all directory RBAC
settings. Read all
groups. Read
Microsoft Intune
configuration.
Read all
entitlement
management
resources. Read
directory data.
Read all users' full
profiles. Read
Microsoft Cloud PKI
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Graph Explorer

Microsoft Graph Command Line

Tools

Office 365 Exchange Online
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TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader.
TenantSnap
Reader. Unified
Tenant
Configuration
Management.
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